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Mrs. Manon Gaudet, CISSP, GCED, Cert. Cyber-Investigation.

Manon is an Industrial Technology Advisor (ITA) at the National Research
Council of Canada’s Industrial Research Assistance Program (NRC-IRAP).
Specialised in ITC and Cyber Security.
Manon is a trusted advisor to long-term clients of NRC-IRAP. She combines
extensive experience in research and development and information security,
with experience in complex project management in various technological
domains including embedded systems in SCADA, EDS, GPS systems and many
others.
Prior to joining NRC-IRAP, Manon worked as a Chief Consulting Cybersecurity
and Investigation for Ogham Technologies, and as an Information Security
Advisor, Incident Response and Countermeasures lead at Desjardins, among
others.
Manon holds a Bachelor Degree in Computer Science from Université de
Montréal and a Cyber-Investigation Certificate from the Polytechnique
Montréal. She holds a SANS-GCED, a CISSP from ISC2 and ITILv3 Foundation.

Your moderator



• National Research Council of Canada - Industrial Research Aid Program
• Program help SMEs build innovation via:

– Financial support of R&D projects
– Support advisory services
– Partnerships and networking
– 280 Industrial Technical Advisors across Canada
– Cover all science domains

Who is NRC-IRAP ?



Panel Participants
Mr. Laurent Porracchia, Vice President, Industry and Government, Safran-
Morpho Digital Security and Authentication Division
Laurent joined Morpho (Safran Group) in December 2010 as an IT security
expert. Before joining Safran Group, he spent 17 years as an engineering
officer in the French Air Force, first doing several operational missions with
his fighter aircraft squadron and then, since 2005, implementing
cybersecurity in classified networks for the French Department of Defense
and also for the NATO networks.
Since February 2015, Laurent is heading the Business unit « Industry,
Government and Defense » for the division Digital Security in Morpho.
Laurent holds an engineering diploma in aeronautics and a PhD in IT Security.
He passed the following certifications : COBIT 5 Assessor, Lean IT Foundation
and Certified Ethical Hacker.
He is also graduated from the NATO Communication and Information System
School and has more than 10 years of best of breed experience in
cybersecurity and aeronautics.



Panel Participants
Mr. Frédéric Audet, Project Manager, Thales Research and Technology,
has over 22 years of system development experience as a practitioner
for Thales, Intergraph, Futjisu (DMR) and Telus (Québec Téléphone).
During his career, Mr. Audet has conducted several research contracts
for Defense Research and Development Canada at Valcartier as well as
system integration contracts for major customers, whether in the
segment of National Defence (DND), transportation, environment, land
management or natural resources. Since 2013, he has the responsibility
of managing Thales Research & Technology Cyber-Security portfolio.
Mr. Audet leads a team of experts in the fields of malicious code
detection, forensics analysis, critical infrastructure protection, and
cyber threat intelligence.
Mr. Frédéric Audet completed a Bachelor’s degree in Computer
Sciences (Engineering) at Laval University in 1994.



Panel Participants
Dr. Jeffrey Joyce is a principal of a Vancouver-based engineering
consultancy, Critical Systems Labs (CSL), which provides clients with
expertise in the specification, analysis and review of critical systems.
As a member of RTCA SC 205, he contributed to the development of
RTCA DO 178C (“Software Considerations in Airborne Systems and
Equipment Certification”) and RTCA DO 333 (“DO-333 Formal Methods
Supplement to DO-178C and DO-278A”).
Dr. Joyce and his colleagues at CSL are using RTCA DO 326A
(“Airworthiness Security Process Specification”) and other resources to
create solutions for clients that extend their approach to safety to take
account of security threats.
Dr. Joyce earned a doctorate in Computer Science from Cambridge
University, with earlier degrees from the University of Calgary and the
University of Waterloo.



Panel Participants
Mr. Colin O’Flynn, CEO, NewAE Technology, hardware
and embedded cybersecurity solutions

Colin O’Flynn is completing a PhD in embedded security research, and as
part of this has released the first open-source toolchain for side-channel
power analysis attacks, which also has turned into a small start-up in
Halifax, NS. He previously worked at Atmel developing low-power
wireless embedded systems.



Panel Participants
Mr. José M. Fernandez, Eng., Ph.D. Associate Professor, École
Polytechnique de Montréal
M. José M. Fernandez is an associate professor in the Department of Computer &
Software Engineering at the Ecole Polytechnique de Montreal, where he heads the
Information Systems Security Lab.  His research interests include the security of
critical infrastructure control systems, Cyber Public Health, Cyber Crime and Cyber
Warfare.  In recent years, he has worked on aeronautical telecommunications systems
security and on intrusion detection in Air Traffic Control systems.  He has several years
of professional experience in Computer Security in the private and public sector.

He holds two bachelor’s degrees from MIT in Mathematics and Computer
Engineering, a Master’s from the University of Toronto in Cryptology, and a Ph.D. from
the Université de Montréal in Quantum Computing.  M. Fernandez is a private pilot
with an instrument rating and an airplane owner.



Panel Participants
Mr. Jayson Agagnier, Sr. PKI Specialist, Carillon Information Security Inc.

Security professional with more than 25 years of experience in IT &
Information Security working in various sectors such as
Telecommunications, Oil, Gas & Energy, Semiconductors and
Aerospace. He founded a start-up security consulting company during
the dot-com era and most recently worked in the domain of aviation
systems security and security certification. An active member of ARINC
and RTCA working groups help to advance various security guidance
material, acted as interim chairman of RTCA SC-216 Sub Group 4. I have
participated in the development of DO-326A, DO-355 and DO-356.
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Who am I ?
• Laurent PORRACCHIA, PhD, CEH
• VP Digital Security , SAFRAN (Morpho)
• Spent more than 15 years in both Aerospace &

Industry Cybersecurity
• Involved in various Cybersecurity Panels and

Working Groups (EU, ATA…)



Some open challenges to address
• Mission critical data transfer
• Counterfeit or non trusted software
• Components Off The Shelf usage



Securing software supply chain



Securing software supply chain
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Aircraft Systems, Safety
and Cybersecurity:
RTCA DO-326A guidance



Flight Safety - Historically



Flight Safety Today
Could a cyber-attack lead to a aircraft failure
condition?

• Aircraft connectivity increasing
• New aircraft architecture
• New aircraft systems
• Reliance on COTS HW & SW
• Cybersecurity attacks increasing
• Lack of aviation security framework

Vulnerability to such attacks has been publicly
demonstrated



Not Just an IT Security Problem
• Mitigating safety risk due to security threat is NOT

just an IT security problem
• Must identify what failure conditions could be

caused or enabled by attacks
• Cause-effect connection between security

vulnerability and failure condition can be complex

security
vulnerability failure condition



Where should limited resources available to
address vulnerabilities be applied?

Use Safety to Focus Security
Assessment on Hazard Causes

Hazard #1 Hazard #2

Cybersecurity vulnerabilities



Parallel Engineering Processes
Safety Engineering Security Engineering

Identify hazards

Analyze hazards

Control hazards

Assess residual
safety risk

Set assessment
priorities
Search for cybersecurity
vulnerabilities that
could be additional
causes of hazards
Determine where
additional cybersecurity
protection is needed

Evaluate effectiveness
of protective measures

?

?



Civil Aviation Regulation Context

Short term: Issue ad-hoc special conditions

Lack of overall airworthiness rules or
regulations addressing cybersecurity

Long term: Establish an  airworthiness security
regulation framework

New airworthiness
rules

New airworthiness standards
to comply with rules

Airworthiness authorities would like
to see:
- a cybersecurity risk assessment

at the aircraft level
- top-down analysis similar to

safety assessment
- synergies between safety

assessment and security
assessment analysis

2006

Until
now

Going
forward

Done, i.e., 326A,
355

Not yet



RTCA DO-326A and DO-355
DO-326A /
(ED-202A)

Airworthiness Security Process
Specification

During development:
• Top down risk assessment process with a generic

set of activities
• A set of security development activities
• Interfaces with the safety assessment process

DO-355 /
(ED-204)

Information Security Guidance for
Continuing Airworthiness

During aircraft operation and maintenance:
• Airborne Software
• Aircraft Components
• Aircraft Network Access Points
• Ground Support Equipment
• Ground Support Information Systems
• Digital Certificates
• Aircraft Information Security Incident Management



Legislation



CSL works with clients to …
• adapt processes to comply with standards, e.g., RTCA DO-326A, RTCA DO-355, SAE

ARP 4761, RTCA DO-178C
• identify causes of safety risk that result from unrecognized security vulnerabilities
• identify conflicts between safety mitigations and security mitigations which could

result in costly changes and delays if not discovered until late in development
• avoid wasteful duplication of effort, e.g., safety engineers searching for security

vulnerabilities that are already known to the security specialists
• more effectively allocate resources to mitigate security risks through linkage with

the safety process
• gain a competitive business advantage in a world marketplace     that is

increasingly concerned about security threats



CSL Seeks Innovation Partners to …
• Implement engineering processes in compliance with

RTCA DO-326A including details of …
– Security effectiveness objectives
– Security effectiveness requirements
– Security assurance actions

• Improve methods and tools for developing Assurances
Cases that combine safety and security evidence

• Develop new tools for Security Logfile Analysis based
on formal (mathematical) logic



Questions?
Laurent.Fabre@cslabs.com

Jeff.Joyce@cslabs.com
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NewAE Technology Inc.



New Threat Models



Testing Embedded Systems



Example: Breaking AES-128



Current Customers



Future Developments
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Aircraft Systems – Safety vs. Security.

• Aircraft are designed to be “safe”
• “Safety” does not equal “security” and “security does not

equal “safety”
• The terminology IS NOT interchangeable.
• Guidance material exist for the design of airborne systems.

– DO-178(B/C) & DO-254
• Guidance material exists for safety.

– SAE ARP 4754A  & ARP 4761
• Guidance material recently published for security.

– DO-326A, DO-355 & DO-356



Aircraft Systems – Security Requirements.

• Special conditions related to electronic delivery of
software to aircraft becoming increasingly common
place.

• Current security methods are complex and impose
unnecessary burden on aircraft operators.

• The press is reporting on the perceived risk with
little to no understanding of the actual risks.
– The general public and therefore law makers are

becoming increasingly concerned about these risks.



Secure Electronic Delivery of FLS/LSAP
to Aircraft Systems – Areas of concern.

Domain

Passenger-owned
Devices

Roles

Responsibility

Security

Services

Functions

Passenger Information &
Entertainment Services

Airline Information
Services

Aircraft Control

CLOSED PRIVATE PUBLIC
Control the Aircraft Operate the Aircraft

Airframer

Controlled

Inform & Entertain the Passengers

Uncontrolled

PassengerAirline

Flight and Embedded
Control Systems

Cabin Systems

Administrative Support
Flight Support
Cabin Support
Maintenance

In-Flight
Entertainment &

Passenger Internet

Computing Devices
Wireless Devices
Gaming Devices

Air-Ground Network
Interface

Air-Ground Network
Interface

Air-Ground Network
Interface

VHF / HF / SATCOM /
Wireless (3G,WiFi)

Wireless (3G, WiFi) /
Broadband LAN

Broadband /
Wireless (3G, WiFi)

Area of concern and focus.

The protection of systems
internal to the aircraft can not
take credit from and rely on the
security functions of anything
external to the aircraft.

ARINC Report 811

Guidance to describe aircraft
operations & maintenance
considering security aspects.
ARINC 811 depicts aircraft
network  security  domains,
major  aircraft  system, &
access properties (closed,
private, & public) and users
of each domain.



Secure Electronic Delivery of FLS/LSAP
to Aircraft Systems.

COMMUNICATION
NETWORKS

AIRCRAFT ENVIRONMENTFLS/ LSAP FACTORY
ENVIRONMENT

Aircraft system software is created
in an environment based on
approved and established
standards and regulations accepted
by the certification authorities.

Software is transmitted via wireless
communication either to the
operator network or to the aircraft.

The EDS crate is delivered to the
aircraft, the security validation is
performed by the aircraft system.

Cellular

The EDS crate needs to be secured
against tampering during
transmission via insecure networks.

Based on existing
rulemaking the factory
production environment
for software & hardware is
generally considered to be
safe.

Communication networks
that are not controlled by
government agencies are
generally considered to be
unsafe and insecure.  The use
of public networks for
software delivery to aircraft
systems is of great concern by
various regulatory authorities
around the world.

The aircraft environment is
generally considered to be safe
& established rulemaking
exists for certain types of
software delivery to aircraft
systems.  However electronic
delivery of software to aircraft
systems is currently subject to
ad-hoc rulemaking via special
conditions.

The part is uncrated and installed on
the target system based on established
and approved processes and
procedures.

Laptop or
USB stick

Mechanic

The software is placed into a secure
EDS crate at the factory prior to
delivery to the operator.
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Questions from YOU!



Thank you!

Manon Gaudet, GCED, CCISP,  Cert. Cyber-Investigation
National Research Council of Canada - Industrial Research Aid Program
Manon.gaudet@nrc-cnrc.gc.ca

Challenges of Cyber security in
Safety of Aircraft and Embedded Systems


